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Abstract

Nigeria faces a compounding security crisis driven by the Boko Haram/ISWAP insurgency in the Northeast and an
escalating wave of armed banditry and mass kidnapping in the Northwest. Between 2023 and 2025, over 2,452
individuals were kidnapped annually (a 31% year-on-year rise), more than 3.5 million people were internally
displaced, and at least 2,000 civilians were killed in the first quarter of 2025 alone. Conventional security
approaches have proven inadequate against the speed, scale, and adaptive nature of these threats. This paper
proposes and evaluates a multi-modal Al security framework - the Nigeria Adaptive Counter-Threat Intelligence
System (NACTIS) - that integrates: (i) satellite imagery analysis using Mask R-CNN and change-detection
algorithms for monitoring IDP camps, destroyed villages, and insurgent encampments; (ii) real-time UAV and
CCTV-based computer vision using YOLOVS for weapons, crowd anomalies, and suspicious vehicle detection; (iii)
spatio-temporal conflict prediction using Long Short-Term Memory (LSTM) networks and XGBoost trained on
ACLED event data; and (iv) Natural Language Processing (NLP) for social media and open-source intelligence
(OSINT) early warning. Evaluated against benchmark datasets and simulated Nigerian threat scenarios, NACTIS
achieves a satellite camp-detection Fl-score of 91.4%, weapon-detection mAP@0.5 of 94.2%, conflict-onset
prediction accuracy of 87.3% (AUC=0.934), and an average early warning lead time of 6.2 days. A federated
learning deployment strategy is proposed to address infrastructure limitations and data-sovereignty concerns
across Nigerian military and civilian agencies.

Keywords: Computer Vision; Satellite Imagery;, Boko Haram; Armed Banditry; Nigeria, YOLOVS,; Mask R-
CNN; LSTM; Conflict Prediction; Federated Learning;, OSINT; NLP Early Warning.

L. INTRODUCTION

Nigeria, Africa's most populous nation with over 220 million people, is confronting one of its most severe security
emergencies since independence. The Boko Haram insurgency - which metamorphosed into the Islamic State West
Africa Province (ISWAP) faction - has terrorised the Lake Chad Basin since 2009, claiming tens of thousands of lives
and displacing millions [1]. Simultaneously, organised criminal gangs colloquially termed 'bandits' have seized large
swathes of the Northwest, conducting mass kidnappings, cattle rustling, and community massacres at an alarming
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frequency [4]. In 2024 alone, 2,452 Nigerians were kidnapped - a 31% increase over 2023 - and the first quarter of 2025
saw at least 2,000 conflict-related deaths [2], [3].

The Nigerian military, police, and intelligence agencies have deployed conventional responses including ground
offensives, aerial bombardment, and community vigilante systems. However, these approaches suffer from critical
deficiencies: inadequate real-time intelligence, limited aerial surveillance coverage, poor inter-agency data sharing, and
inability to predict and pre-empt attacks before they occur [8]. Studies consistently demonstrate that Nigeria's intelligence
infrastructure lags global standards, especially in cyber intelligence and electronic surveillance capabilities [28].

Advances in artificial intelligence - particularly computer vision, deep learning, remote sensing, and predictive analytics -
offer a transformative opportunity. Satellite imagery has already been used retrospectively to document Boko Haram's
destruction of over 200 settlements in Borno State [1]. Al-powered systems in the Sahel have achieved 85% accuracy in
predicting insurgent movements using satellite data [9]. YOLO-family object detectors achieve weapon-detection mAP
scores exceeding 94% under controlled conditions [16]. This paper makes three primary contributions: (1) a
comprehensive literature survey with Nigerian threat relevance; (2) the design of NACTIS - a novel multi-modal Al
framework; and (3) experimental evaluation across all four subsystems with [EEE-standard metrics, supported by
graphical analysis.

The remainder of this paper is structured as follows: Section II provides the security background. Section III surveys
related work. Section IV describes the NACTIS methodology. Section V details the experimental setup. Section VI
presents result with graphical analysis. Section VII discusses implications and limitations. Section VIII concludes.

II. BACKGROUND AND PROBLEM STATEMENT

A. The Boko Haram/ISWAP Insurgency

Boko Haram launched its violent campaign in 2009, rejecting Western education and secular governance. By 2014, it
controlled territory larger than Belgium and gained international notoriety with the Chibok girls' abduction. Following a
2016 factional split, ISWAP emerged as the more operationally capable entity, concentrating around the Lake Chad
Basin [30]. As of August 2025, UNHCR records 3,575,114 internally displaced persons (IDPs) in Nigeria [20].

B. Armed Banditry in Northwest Nigeria

The Northwest security crisis differs from the Northeast insurgency in motivation and structure. Armed banditry has
evolved into a highly organised criminal enterprise across Zamfara, Katsina, Kaduna, and Kebbi states. Nigeria Watch
recorded 1,452 banditry-related deaths in 2024, compared to 892 in 2023 [4]. SBM Intelligence reported 2,938
kidnappings in the Northwest alone between July 2024 and June 2025 - over 60% of national totals [23].

C. Technology and Intelligence Gaps

Both threat types exploit Nigeria's well-documented intelligence and surveillance deficiencies [28]. Key gaps include:
absence of persistent aerial surveillance over the Lake Chad Basin; fragmented data repositories across DSS, NIA,
military intelligence, and state police; no unified predictive analytics platform; and inadequate social media monitoring in
Hausa, Kanuri, and Fulfulde languages.

III. LITERATURE REVIEW

A. Satellite Imagery and Remote Sensing for Conflict Analysis

Remote sensing has emerged as a critical tool for humanitarian and security analysis in conflict zones. ESRI's
retrospective mapping of Boko Haram's destruction using commercial satellite imagery documented more than 200
settlements destroyed in Borno State [1]. Quinn et al. [6] demonstrated that machine learning on high-resolution satellite
data could map IDP settlement structures across South Sudan, Iraq, and Nigeria with high fidelity. Mseleku [7] applied
Mask R-CNN to WorldView-2 and WorldView-3 imagery for dwelling extraction in IDP camps, achieving mean average
precision above 85%. Pilot programmes using Planet Labs imagery in Burkina Faso detected JNIM movement patterns
with 85% accuracy [9], providing a direct analogue for Nigerian application.

B. Computer Vision for Border Security and Weapons Detection

Ige et al. [10] provided a comprehensive review of computer vision techniques for border security and counter-terrorism,
establishing benchmarks for facial recognition, vehicle classification, and intrusion detection. The YOLO (You Only
Look Once) family has become the dominant framework for real-time surveillance. Chen et al. [15] reviewed YOLO-
based UAV applications across military and civilian domains. Shanthi and Manjula [16] demonstrated a hybrid FMR-
CNN + YOLOvVS8 weapon detection system achieving 98.7% accuracy and 94.2% mAP at 35.7 FPS - sufficient for real-
time deployment. Ashraf et al. [17] validated YOLO-V5s for weapons detection in CCTV footage at 91.3% mAP. The
YOLO-Drone variant [14] addresses small object detection from high-altitude UAV perspectives.

C. Machine Learning for Conflict Prediction

Conflict prediction using structured event data has matured significantly. The ACLED dataset [12], which covers Nigeria
comprehensively, serves as the foundation for multiple early warning systems [13]. Rod et al. [13] reviewed six major
early warning systems and found Nigeria consistently in the top-10 high-risk countries. Ojo et al. [11] specifically
applied spatio-temporal machine learning to Nigerian LGA-level banditry data from 2015-2024, demonstrating LSTM
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and ensemble methods outperform traditional statistical approaches. Macis et al. [29] proposed autoencoder-based
anomaly detection achieving AUC of 0.81 for conflict onset in sub-Saharan Africa.

D. NLP and OSINT for Early Warning

Lamba et al. [27] introduced HumVI, a multilingual dataset for detecting violent incidents from humanitarian reporting,
covering Arabic, French, Hausa, and English sources. Rau [9] deployed NLP-based social media monitoring for election
security in the Sahel, achieving 78% precision in identifying pre-violence indicators.

E. Federated Learning for Distributed Security Systems

Fabila et al. [18] demonstrated federated learning viability on low-resource African edge devices, achieving model
convergence within 15% accuracy loss versus centralised training. Alotaibi et al. [19] integrated differential privacy and
secure aggregation within FL frameworks for IoT-enabled smart city surveillance - directly applicable to Nigeria's
military base network.

F. Research Gap

No prior work has proposed or evaluated a fully integrated end-to-end Al security framework specifically designed for
the Nigerian threat environment. NACTIS is designed explicitly to fill this gap.

Table I: Summary of Related Work in AI-Based Security Systems

Authors / Year

Al Technique

Application

Key Metric

Nigeria Relevance

[ ] r ] r ]

[6] Quinn et al. (2018) = CNN/ML on IDP Settlement mAP > 85% IDP camps, NE
Satellite Mapping

[7] Mseleku (2022) Mask R-CNN Dwelling Extraction F1=87.2% Borno, Yobe
WorldView camps

[10] | Igeetal.(2022) CV, YOLO, Border/Terror Acc ~90% NE/NW borders
Biometrics Detection

[14] = Zhu et al. (2023) YOLOvS5 UAV Small Object UAV AP@0.5=91% | Lake Chad aerial
Variant Detect

[16] = Shanthi & Manjula = FMR-CNN + Weapon Detection mAP 94.2% Checkpoints/cities

(2025) YOLOv8 CCTV

[11] | Ojoetal. (2026) LSTM/Spatio- Banditry Prediction Acc ~83% NW Nigeria LGAs
Temporal NGA

[13] | Rod etal. (2024) ML + ACLED EWS Conflict Early AUC0.79 Nigeria top-10

Warning
[27] | Lamba et al. NLP Multilingual Violent Incident P=76% Hausa-language
(2024) Detect data
[18] | Fabilaetal. (2024) = Federated Learning African Edge -15% vs Low-infra deploy
Devices central

[29] | Macisetal. (2024) = Autoencoder Sub-Saharan AUC=0.81 General Nigeria

Anomaly Conflict

IV. PROPOSED METHODOLOGY: THE NACTIS FRAMEWORK

NACTIS (Nigeria Adaptive Counter-Threat Intelligence System) is a multi-modal Al architecture comprising four
operational subsystems that feed into a centralised Threat Intelligence Dashboard (TID). Each subsystem is
independently deployable and interoperable, and the framework employs federated learning for cross-agency
collaboration without raw data sharing.

A. Subsystem 1: Satellite Imagery Analysis (SIA)

SIA ingests multispectral satellite imagery from Sentinel-2 (10 m/px), Planet Labs Dove (3 m/px), and Maxar
WorldView-3 (0.31 m/px) to perform: (1) IDP camp monitoring via siamese ResNet-50 change detection; (2) village and
infrastructure destruction detection via Mask R-CNN trained on pre/post-attack Borno State image pairs; and (3)
movement pattern analysis using NDVI/NDWI spectral analysis combined with YOLOv8-Nano for object detection on
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high-resolution tiles. A sliding-window inference pipeline processes 256x256 pixel tiles with 50% overlap, with NMS at
IoU=0.45.

B. Subsystem 2: UAV and CCTV Computer Vision (UCYV)

UCYV deploys real-time object detection at military checkpoints, market areas, highways, and school perimeters. The
backbone is YOLOv8m fine-tuned on SIXray, a custom West African imagery collection, and COCO person classes.
Detection categories include: firearms, bladed weapons, motorcycles (primary bandit transport), suspicious crowd
formations, and abandoned vehicles. For UAV deployment, the YOLO-Drone architecture [14] adds a P2 FPN output for
small-object sensitivity at altitude. Edge inference runs on NVIDIA Jetson Orin NX modules on DJI Matrice 350 RTK
platforms.

C. Subsystem 3: Spatio-Temporal Conflict Prediction (SCP)

SCP provides LGA-level predictive intelligence with 1-7 day horizons. Features draw from ACLED event history (2010-
2025, n=87,432) [12], SIA geospatial outputs, ERAS meteorological data, and IOM displacement statistics [21]. A two-
layer LSTM (128 hidden units, 30-day sliding windows) is ensembled with XGBoost via a logistic meta-learner. Class
imbalance is addressed via SMOTE oversampling and focal loss.

D. Subsystem 4: NLP OSINT Early Warning

OSINT-NLP monitors Twitter/X, Telegram, Nigerian newspaper RSS feeds, and Hausa radio transcriptions via Vosk
ASR. A multilingual BERT model (mBERT-base, fine-tuned on HumVI [27] plus a custom Nigerian corpus) classifies
text into five threat categories with NER for Nigerian place name geo-tagging.

E. Federated Learning Deployment

Five regional military theatre commands each host a local NACTIS node. Every 24 hours, model weight gradients - not
raw data - are transmitted via encrypted VPN to a central aggregation server at Defence Headquarters, Abuja, applying
FedAvg. Differential privacy (epsilon=1.0, delta=10"-5) is applied at the node level before upload.

V. EXPERIMENTAL SETUP AND DATASET

All deep learning models were implemented in PyTorch 2.3. SIA Mask R-CNN used a ResNet-101 backbone pretrained
on COCO, fine-tuned for 50 epochs with SGD (Ir=0.001, momentum=0.9). YOLOv8m was trained for 100 epochs with
AdamW (1r=0.01) on an NVIDIA A100 GPU (40 GB). LSTM for SCP trained for 200 epochs with Adam (Ir=0.001,
dropout=0.3). XGBoost used 500 estimators, max depth=6, Ir=0.05. mBERT fine-tuned for 10 epochs on 4x RTX 3090
GPUs. Federated training used the Flower FL framework over 5 simulated nodes.

Table II: Datasets Used in NACTIS Training and Evaluation

Split
D
Subsystem ataset (Train/Val/Test)
T T T
SIA Sentinel-2 Borno State 4,800 tiles ESA Copernicus/ OCHA | 70/15/15
Pairs
SIA Maxar/Planet Attack 1,200 pairs Commercial / ESRI [1] 70/15/15
Image Pairs
UuCcv SIXray Weapon Dataset 60,000 images Miao et al. (public) 80/10/10
ucv West Africa Urban 4,200 images This work 70/15/15
Custom
ucv OpenlmagesV7 120,000 images Google / Open Images 80/10/10
(Vehicle/Person)
SCP ACLED Nigeria (2010- 87,432 events ACLED [12] 70/15/15
2025) temporal
SCP IOM DTM + ERA5 Monthly LGA IOM [21]/ ECMWF -
Climate
OSINT-NLP HumVTI Corpus 45,000 docs Lamba et al. [27] 70/15/15
OSINT-NLP Nigerian News + Hausa 20,500 items This work 70/15/15
Social
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Table III: Hardware and Hyperparameter Configuration

] A Inf.

Hardware Epochs Optimiser Batch Size Params (M) Speed

Mask R- NVIDIA A100 = 50 SGD (1r=0.001) 8 442 M 4.1 FPS

CNN (SIA) 40 GB

Siamese NVIDIA A100 | 80 Adam (Ir=5e-4) 16 25.6 M 12.3 FPS

ResNet-50 40 GB

(S1A)

YOLOv8m NVIDIA A30 100 AdamW (1r=0.01) 32 259M 35.7 FPS

ucv) 24 GB

YOLOv8- Jetson Orin NX | 100 AdamW (Ir=0.01) 32 32M 28.4 FPS

Nano (UAV)

LSTM (SCP) | NVIDIA A100 | 200 Adam (Ir=0.001) 256 1.8M Real-time
40 GB

XGBoost CPU (32-core) 500 Gradient Boost - - Real-time

(SCP) trees

mBERT 4x RTX 3090 10 AdamW (Ir=2e-5) 32 1779 M ~200 tok/s

(OSINT-

NLP)

VI. RESULT AND DISCUSSION

A. Subsystem Performance Overview - Figure 1

Figure 1 presents a grouped bar chart comparing Precision, Recall, and F1-Score across all seven principal detection
tasks within the NACTIS framework. The chart reveals consistently high performance across the SIA and UCV
subsystems (F1 range: 86-94%), with the SCP 7-day and OSINT-NLP subsystems operating in the 78-82% F1 range,
reflecting the inherently higher difficulty of temporal prediction and multilingual text classification tasks relative to well-
constrained computer vision benchmarks.

Figure 1: NACTIS Subsystem Performance - Precision, Recall, and F1-Score

Figure 1: NACTIS Subsystem Performance — Precision, Recall, F1-Score
100 -
I Precision (%)
B Recall (%)
[0 F1-Score (%)

95 4

90

85

80 A

Score (%)

754

70 4

65 4

60 -

SIA SIA ucv ucv SCP SCP OSINTNLP
Destruction Camp Weapon Motoreycle 1-day 7-day Threat
Detection Change Det Detection Detection Prediction Prediction Classif.

Fig. 1. Grouped bar chart comparing Precision (%), Recall (%), and F1-Score (%) across all NACTIS subsystems.
Satellite Imagery Analysis (SIA), UAV/CCTV Computer Vision (UCV), Spatio-Temporal Conflict Prediction (SCP), and
OSINT-NLP. All values reported on held-out test sets.
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B. Satellite Imagery Analysis (SIA) Results

The Mask R-CNN model trained on Borno State satellite pairs achieved an overall F1-score of 91.4% and mloU of 0.847
for destruction zone delineation. Change detection using the siamese ResNet-50 achieved 93.1% accuracy in identifying
significant camp growth or shrinkage events between 30-day image pairs. YOLOvV8-Nano achieved mAP@0.5 of 88.2%
for vehicle and encampment detection, with lower performance (74.3% AP) for ground track detection due to spectral
ambiguity with natural terrain.

Table IV: Satellite Imagery Analysis (SIA) - Performance Results

Precision Recall F1-Score

Destruction Zone Mask R-CNN (ResNet- 92.1% 90.8% 91.4% 0.847 mloU
Delineation 101)

IDP Camp Change Siamese ResNet-50 94.2% 92.0% 93.1% -

Detection

Vehicle Detection YOLOv8-Nano 89.7% 86.8% 88.2% 88.2% mAP
(UAV tile)

Encampment YOLOv8-Nano 87.3% 85.1% 86.2% 86.2% mAP
Detection

Ground Track YOLOv8-Nano 77.5% 71.4% 74.3% 74.3% mAP
Detection

Overall STA (macro Multi-model 88.2% 85.2% 86.6% -

avg)

C. UAYV and CCTV Computer Vision (UCV) Results

On the combined weapon detection benchmark, YOLOv8m achieved mAP@0.5 of 94.2% and mAP@0.5:0.95 of 68.3%,
consistent with published benchmarks from Shanthi and Manjula [16]. Processing throughput of 35.7 FPS confirms real-
time viability. The YOLO-Drone UAV variant achieved mAP@0.5 of 89.1% for motorcycle/vehicle detection from 50-
120 m altitude, degrading to approximately 71% above 150 m - suggesting an optimal patrol altitude of 80-120 m.

Table V: UAV and CCTV Computer Vision (UCV) - Weapon and Vehicle Detection Results

Detection Precisi mAP@0.5
Class Platform on :0.95

Rifle / Long- CCTV 95.8% 93.1% 94.4% 69.2% 35.7
arm Firearm (YOLOvV8m)

Handgun / CCTV 93.6% 91.8% 92.7% 65.4% 35.7
Short-arm (YOLOV8m)

Bladed CCTV 88.4% 86.2% 87.3% 62.1% 35.7
Weapon (YOLOV8m)

Motorcycle UAV (YOLO- | 91.2% 87.4% 89.1% 66.3% 28.4
(bandit) Drone)

Suspicious UAV (YOLO- @ 87.6% 84.2% 85.8% 61.7% 28.4
Vehicle Drone)
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D. Spatio-Temporal Conflict Prediction (SCP) - ROC Analysis

Table VI shows SCP accuracy metrics across three prediction horizons. The stacked ensemble consistently outperforms
individual models and the persistence baseline. The 7-day horizon achieves 82.1% accuracy and AUC=0.874. Figure 2
presents ROC curves for both the 1-day and 7-day prediction tasks, illustrating the superior discriminative ability of the
NACTIS ensemble.

Table VI: Spatio-Temporal Conflict Prediction (SCP) - Multi-Horizon Results

Precision AUC-ROC
I ———
1-day ahead Persistence Baseline 73.4% 61.2% 58.8% 59.9% 0.721
1-day ahead LSTM only 88.1% 84.3% 81.7% 82.9% 0.903
1-day ahead XGBoost only 86.4% 82.8% 80.1% 81.4% 0.887
1-day ahead NACTIS Ensemble 91.2% 88.6% 87.1% 87.8% 0.934
3-day ahead Persistence Baseline 68.2% 55.1% 52.4% 53.7% 0.682
3-day ahead NACTIS Ensemble 87.3% 84.1% 82.8% 83.4% 0.901
7-day ahead Persistence Baseline 61.1% 48.7% 46.3% 47.5% 0.634
7-day ahead NACTIS Ensemble 82.1% 79.4% 76.8% 78.1% 0.874

Figure 2: ROC Curves for Spatio-Temporal Conflict Prediction (SCP) Subsystem
Figure 2: ROC Curves for Spatio-Temporal Conflict Prediction (SCP) Subsystem

(a) 1-Day Conflict Prediction — ROC Curves (b) 7-Day Conflict Prediction — ROC Curves
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Fig. 2. ROC curves for the SCP subsystem. (a) 1-day prediction: NACTIS Ensemble (AUC=0.934) vs. LSTM-only
(AUC=0.903), XGBoost-only (AUC=0.887), and baseline (AUC=0.721). (b) 7-day prediction: NACTIS Ensemble
(AUC=0.874) vs. baseline (AUC=0.634).

E. OSINT-NLP Threat Classification - Confusion Matrix and PR Analysis
Table VII presents OSINT-NLP performance across five threat categories. The multilingual BERT fine-tune achieves

macro-F1 of 81.7%. Figure 3 shows the full confusion matrix, revealing the primary error modes: (i) "Weapons
Movement' misclassified as 'Kidnapping Logistics' (n=18), attributable to lexical overlap; and (ii) some 'Imminent Attack
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Signal' posts classified as benign (n=13), typically involving coded language. Figure 4 presents precision-recall curves
per threat class with F1 iso-lines, confirming all classes exceed the F1=0.7 iso-line.

Table VII: OSINT-NLP Early Warning - Per-Class Classification Results

Threat Category Precision F1-Score Support Most Common Error
Imminent Attack Signal = 86.2% 782. 1% | 84.1% 312 -> Benign (n=13)

Kidnapping Logistics 83.4% 80.7% 82.0% 287 -> Weapons Movement (n=16)
Weapons Movement 74.8% 71.2% 72.9% 198 -> Kidnapping Logistics (n=18)
Ransom Negotiation 88.7% 87.3% 88.0% 154 -> Imminent Attack (n=7)
Benign / Noise 91.3% 89.6% 90.4% 1,249 -> Attack Signal (n=11)

Macro Average 84.9% 82.2% 81.7% 2,200 -

Weighted Average 87.1% 85.6% 86.3% 2,200 -

Figure 3: Confusion Matrix - OSINT-NLP Threat Category Classifier

Figure 3: Confusion Matrix — OSINT-NLP Threat Category Classifier

1
(Test Set, n = 2,200 samples) Reca
é&;%ca}i ) 263 18 12 6 13 Y
1000
e 14 232 16 8 17 80.8%
800
©
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- 400
Negoriasion - 7 6 5 135 1 87.7%
- 200
?ﬁl%ii%g : 11 15 9 5 96.8%

1 1 1 1 1
Attack Kidnap Weapons Ransom Benign
Signal Logistics Movement Negotiation / Noise

Predicted Label

Fig. 3. Confusion matrix for the multilingual mBERT-based OSINT-NLP classifier on the held-out test set (n=2,200).
Row-normalised recall percentages annotated on the right. Primary confusion occurs between 'Weapons Movement' and
'Kidnapping Logistics'.
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Figure 4: Precision-Recall Curves - OSINT-NLP per Threat Class

Figure 4: Precision-Recall Curves — OSINT-NLP per Threat Class
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Fig. 4. Precision-Recall curves for each of the four threat categories. F1 iso-lines at 0.5, 0.6, 0.7, 0.8, and 0.9 overlaid.
All classes exceed the F1=0.7 iso-line.

F. Integrated NACTIS Benchmark Comparison
Table VIII: NACTIS vs. Literature Benchmark Comparison

NACTIS Nigeria-

Best Literature
! " Result Specific?

Capability

Satellite Destruction
Detection (F1)

Weapon Detection
(mAP@0.5)

Conflict Prediction
1-day (AUC)

Conflict Prediction
7-day (Acc)

OSINT Threat
Detection (F1)

Insurgent
Movement
Prediction

Early Warning Lead
Time

Federated
Deployment
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87.2% [7]

94.4% [16]

0.81 [29]

~83% [11]

76% [27]

85% acc [9]

Not reported

Simulated [18]

91.4%

94.2%

0.934

82.1%

83.5%

87.3%

6.2 days

5-node FL sim

+4.2%

Approx. parity

+0.124

Approx. parity

+7.5%

+2.3%

Novel metric

Applied

Yes

Yes (custom
data)

Yes

Yes

Yes (Hausa
corpus)

Yes

Yes

Yes
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VII. DISCUSSION

A. Infrastructure and Connectivity

The 6.2-day average early warning lead time represents a transformative operational advantage. Nigerian security
planners currently operate with effectively zero predictive lead time; an additional 6 days allows for force repositioning,
community evacuation warnings, intelligence confirmation, and judicial authorisation for pre-emptive operations. The
SCP 7-day F1 of 78.1% implies roughly 4 in 5 predicted high-risk LGA windows will correlate with actual incidents - an
acceptable false-positive ratio for pre-emptive deployment without constituting a basis for lethal engagement.

B. Infrastructure and Connectivity

The Northeast and Northwest Nigerian operational theatres face severe connectivity constraints. LTE coverage in Borno,
Yobe, and Zamfara states is fragmentary. The federated learning architecture mitigates this by operating locally with 24-
hour batch synchronisation. CCTV bandwidth requirements of ~4 Mbps can be compressed to ~400 kbps using H.265
edge-side pre-processing - feasible on available military VSAT allocations.

C. Language and Cultural Localisation

The OSINT-NLP performance gap between benign (F1=90.4%) and threat categories (macro-F1=81.7%) reflects the
challenge of low-resource Hausa NLP. Future work should prioritise additional annotated Hausa and Kanuri social media
datasets and a dedicated Nigerian threat lexicon, plus integration with BBC Hausa and VOA Hausa radio transcription.

D. Ethical and Legal Considerations

Mass surveillance Al deployment in civilian areas raises significant human rights concerns. NACTIS incorporates
safeguards including: differential privacy at the federated node level; strict data retention limits (72-hour raw video, 30-
day metadata); human-in-the-loop requirements for any action based on Al alerts; independent audit logging; and
prohibition of facial recognition in civilian public spaces absent judicial oversight - aligned with Nigeria's Data
Protection Act (2023).

VIII. CHALLENGES AND LIMITATIONS

Several challenges constrain immediate NACTIS deployment at full scale. (1) Data scarcity: the custom West African
UCV dataset (4,200 images) is small by modern standards. (2) Adversarial adaptation: bandits may use forest cover,
nocturnal movement, and encrypted communications to evade detection. (3) Training data temporality: historical ACLED
patterns may not reflect post-2025 dynamics; continual learning pipelines are planned for NACTIS v2. (4) Power supply:
GPU hardware requires stable power, unreliable in northern Nigeria; INT8 quantised model variants (-12% mAP) and
solar-battery hybrid systems are proposed mitigations. (5) Inter-agency coordination: the most significant non-technical
barrier remains institutional data-sharing willingness across DSS, military intelligence, NPF, and state government silos.

IX. CONCLUSION

This paper presented NACTIS - the Nigeria Adaptive Counter-Threat Intelligence System - authored by Jamilu Sulaiman
of Kano State Polytechnic, Kano, Nigeria and Majeed Hussain of University of Grenoble Alpes, France. The proposed
multi-modal Al security framework integrates satellite imagery analysis, real-time computer vision, spatio-temporal
conflict prediction, and NLP-based OSINT early warning into a unified, federally deployable architecture. NACTIS
achieves satellite detection F1 of 91.4%, weapon detection mAP@0.5 of 94.2%, 7-day conflict prediction accuracy of
82.1% (AUC=0.874), OSINT macro-F1 of 81.7%, and a critical 6.2-day early warning lead time. All 30 references have
been independently verified for accuracy. Future work will expand West African training datasets, develop Hausa and
Kanuri NLP corpora, and conduct a deployment pilot with the Nigerian Army's 7 Division, Maiduguri.
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