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Abstract

Radio frequency identification (RFID) is a wireless technology system that identifies a person or an object by
transmitting information from an electronic tag, or RFID tag, using radio waves. The two main components of
RFID are the transponder and the interrogator. The interrogator, or RFID reader, usually transmits and receives
the signal while the transponder, or tag, is attached to the item. An RFID reader queries the RFID tags in the
system. The tags that have been registered in the system are connected to the radio frequency interrogation that
this tag reader generates. This reader additionally includes a receiver that decodes a reply signal generated by
the tags. The information contained in the tags is reflected in this reply signal. Each tag of the employee or student
consists of a unique identity, an identification card (ID) that is assigned to a single employee or student ID card,
which is recorded in the database of the system. This research reviews some recent designs and implementations of
Internet of Things (IoT) attendance systems using the concept of the RFID system. The analysis found that the
RFID system is a very advanced technology for an automatic attendance system in an institution, organization, or
university, and it provides a much higher performance and accuracy than the traditional paper-based system that
the employees or students normally used to sign. The use of RFID technology enables the institution, authorities, or
management to evade attendance documents from damages such as misplacement, tears, or even getting lost. To
ensure increased security, improved system performance, and consistency, a mix of the models is required. We
discuss the significance, difficulties, and potential applications of RFID technology.
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I. INTRODUCTION

The radio frequency identification (RFID) technology has been in use for several years. The groundwork of this method
was laid in the 1940s and was deployed by a British army to help in identifying an enemy aircraft [1]-[4]. Further, in 1945
Leon Theremin designed a surveillance tool for the Soviet Union that helped in transmitting radio waves that contained
audio information. This tool has a diaphragm, which is vibrated due to sound waves, which alter the shape of the resonator.
However, this device was not an identification tag but was a sneaky listening device, and therefore it was considered a
prototype of the RFID technology because the device was acting as a passive device that was energized by electromagnetic
waves (EM) generated by an external source [5]. Likewise, in 1915, the identification-of-friend-or-foe (IFF) transponder
was designed to help in identifying the aircraft in World War II. Further, in 1948, Harry Stockman explored the RFID
technology in his paper titled “Communication Employing Reflected Power.” In the late 1960s, the nuclear material safety
and security issue caused the further development of RFID, like the invention of the compact disc, which was visualized in
the 1960s but did not get enough popularity until the 1980s. In 1973, Mario Cardullo claimed that his passive radio
transponder with memory was the first true predecessor of today’s RFID system [6]. Further, in 1973 the first
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demonstration of the RFID tags was done at the Los Alamos Scientific Laboratory [7]. The major progress in RFID
tracking was done in the 1980s and 1990s. The Compaq computer started using the RFID to track components through
production assembly in the 1980s. The developments in the compactness of chips and the improvement in the computer
speed with complex topologies of computer networks have broadly contributed to the increasing momentum of the RFID
system. Most significantly, the standards are benchmarked during this development epoch to ensure that users can enjoy
the ease of function and compatibility of this technology [8]. The awaiting storms of potentially distracting technology
have found ways to bring comfort into our lives using the evolution of technology in different ways. Smart tags are
interchangeable monikers for this technology. This modern technology is what we refer to as RFID technology. The RFID
tag is usually contained within or fixed on a person or product for identification, detection, and traceability purposes using
radio waves. The RFID reader can read the data that is stored in the radio RFID tags. Our privacy can be achieved by the
use of this modern technology that marks an impact on our personal lives nowadays. The RFID technology is an emergent
technology that is used in a wide range of applications; it is a member of the family of automatic identification and data
capture, which is referred to as automatic identification and data capture (AIDC) technologies. This is the fastest and most
reliable means or method of identifying an object or thing. The RFID consists of two main components: the interrogator,
which is referred to as the RFID reader, and the transponder, which is referred to as the RFID tag. The interrogator, which
is the RFID reader, usually transmits and receives the signal while the transponder, the RFID tag, is attached to the object.
In the RFID system, an RFID reader interrogates the RFID tags. This tag reader generates a radio frequency interrogation,
which communicates with the tags that have been registered in the system. This reader likewise has a receiver that captures
a reply signal generated from the tags and decodes the signal. This reply signal from the tags reflects the tag's information
content. An RFID tag usually consists of an antenna and a tiny microchip [1]. The RFID alone has various applications,
but when it is combined with an Arduino, its limitations magnify more. The developments in RFID technology continue to
produce larger memory capacities, faster processing, and wider reading ranges. There is a high tendency that the
technology can replace barcodes even with the expected reduction in raw materials together with economies of scale; the
integrated circuit (IC) in a radio frequency (RF) tag can never be as expensive as a barcode label. Nevertheless, RFID will
continue to rise in its recognized places where the barcode or other optical technologies are less effective. Attendance or
daily registers of employees or students in an institution, organization, or place of work have turned into a vivacious
assessment viewpoint in the current scheme in both institutions, organizations, schools, and universities. The unoriginal
attendance-monitoring scheme has a few obstructions with the development of the latest technology gap. For example,
giving out the everyday attendance sheet to a gigantic number of employees, students in a class or an organization,
industries, and places of work is extremely risky, and it hinders the consideration of the students or people in that
particular class or organization [2]. This is considered a waste of time and energy as well, as students or individuals can
intentionally register individuals who are not present in the class or places of work in the attendance sheet. If the lecturer or
organization mistakenly loses these documents, all the important attendance records will be lost without hesitation. The
RFID novelty has a great chore to carry out in the completion of the vision of connecting objects around us to the internet.
These items extend from huge structures, planes, modern plants, vehicles, any sort of merchandise, and explicit pieces of a
bigger framework to people, animals, plants, and even obvious body portions of them. The idea driving all this is called the
internet of things (IoT) [3].

II. RADIO RADIOUENCY IDENTIFICATION

RFID operates by transferring and receiving a signal using an antenna and IC, as shown in Figure 1. It has mainly two
parts, namely, the RFID tag and the RFID reader. The RFID tags contain an IC and an antenna, which is used to transmit
data to the RFID reader, also known as an interrogator. This reader then converts the radio waves to a more usable form of
information. The data collected from the RFID tags is then transferred through a communications interface to a host
computer system, where the information can be stored in a database and analyzed later. Figures 1-4 illustrate the
information. The RFID tags called the transponder unit could be passive or active RFID, depending on the asset type and
its use, as shown in Figure 2. The active RFID tags usually contain a battery and a beacon to be charged periodically.
Depending on the type and power of the antenna and noise in the surrounding environment, the RFID tags could be read
remotely from a distance of several hundred feet. In the case of passive RFID tags, they derive their power while they are
inside the signal range of the reader. Since they are substantially less expensive than the active RFID tags, they have
noticeably less read rangeability. The RFID tag is an electronic tag that exchanges data with an RFID reader through radio
waves, as shown in Figure 3. Almost all the RFID tags have mainly two parts, namely, the antenna and IC. The antenna is
used to receive radio frequency waves, and the IC is used in the processing and storage of information. The microchip on
the RFID tags is written with whatever information the user watches. RFID tags can operate in three different ways: a) The
frequency that operates within the range of 100 kHz to 500 kHz is known as a low radio frequency (LRF) tag. b) The
frequency that operates within the range of 10 MHz to 15 MHz and 850 MHz to 950 MHz is referred to as the high radio
frequency (HRF) tag, and c) the frequency that operates within the range of 2.4 GHz to 5.8 GHz is known as an ultra-high
radio frequency (UHRF) tag. LRF tags are usually economical and have slow speed as compared to HRF tags. LRF tags
are usually used for applications where the data transfer over a short distance is required. The HRF tags can be used for
medium-range applications having faster speed and can be used to transfer the data over a long distance. The UHF tags are
faster than both the low radio frequency and high radio frequency tags.
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Figure 1. Working operation of the RFID components
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Figure 2. RFID tag

Figure 3. The RFID tag is in working mode

2.1. RFID Reader

The RFID reader is the brain of the RFID system and is necessary for any system to function as shown in Figure 4. The
readers also called the interrogators, are devices that transmit and receive radio waves to communicate with the RFID
tags. The RFID reader is a device, which is used to gather information from the radio RFID system. The RFID system
uses radio waves to transfer the data from the RFID tag to the RFID reader as shown in Figure 5.

Figure 4. RFID reader
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Figure 5. RFID reader in working mode

III. THE VARIOUS APPLICATIONS OF USING A RFID SYSTEM

Designed and implemented a wireless fingerprint-based attendance system to obtain and record the attendance
information using fingerprints, known as biometrics [9]. Designing a time management and access monitoring system
using a microprocessor card to monitor students' and staff's movement with the data that are kept in the database for
administrator reference in the campus, office, or a certain area. Headmasters, teachers, and parents could access all the
information captured by this system by fully utilizing MyKad features via the internet and intranet facilities [10]. A
system that was capable of recording students’ attendance using interactive input, viewing students' and lecturers'
profiles, generating reports, and providing students with timetables, the system records the attendance using a barcode
scanner and is designed [11]. In another spectrum, an RFID technology for checking in and checking out at parking arecas
without the need to stop the cars avoids traffic jams during the parking hours. This type of system is usually used in
identifying vehicles through internet facilities by comparing the previous data in the database [12]. A system called the
RFID-based automatic attendance system was developed. The attendance system software is developed using Visual
Basic .NET (VB.NET) and a database (Microsoft Access). Each of the employees or students has an RFID tag attached
to the identification (ID) card. There is a serial connection between the computer and the RFID reader and the computer
system. The RFID reader is placed at the lecture hall door or entrance door of the organization. Whenever students or
employees enter the lecture hall or organization, the RFID reader reads the RFID tags, and it stores all data (entry time,
name, etc.) of the employee or student into the database via a serial connection and maintains the system. Here the admin
of this system can view all the documents using the software interface by retrieving the data from the database without
any hitches, not like the traditional system of writing names on the attendance sheet or piece of paper [13]. Design and
implement an attendance system with the combination of RFID and a web-based system. This system uses the RFID tag
and the RFID reader for getting the student's attendance and reading the particulars of the students. Then this reader
connects with Arduino, which serves as the brain of the whole research because all instruction is given from there, which
then passes the RFID reader response to the web server by the use of an Arduino shield. Finally, the attendance of
students can be stored in the web server by using PHP and MySQL. The admin of the implemented system can now view
all the student's documents by logging into this particular web-based application and can view all the student’s details
registered or stored using liquid crystal display (LCD) [14]. A system that uses RFID and pose-invariant face verification
for an automatic attendance system. The system works under two-factor verification. In the first step, the students need to
use the RFID tag that is read by the RFID reader. If the first step succeeds, then it moves to the second step of
verification; if not, the student falls under the unrecognized category. The second step is face verification; if the face
matches the particular one registered in the RFID tag, then it marks the student's attendance that is in the database.
Missing the above readings, the system will automatically identify the fraudulent students. This two-factor automatic
system reduces the misuse of identity theft for getting attendance because they are not registered in the system database
[15]. In a student attendance management system based on RFID and fingerprint reader applications, the system also
works as a two-factor verification system. In the system, the RFID reader is linked with the computer, and the computer
has specific software that is used to measure the automatic attendance of the students, which is developed by Microsoft
Visual Basic Studio and Structured Query Language (SQL). In the first place, the entire student must register his or her
RFID tag and fingerprints, and it is stored in the database of the system. Once the students enter the classroom, they need
to use the RFID tag, and this will be read by the RFID reader, which will then check the database of the system to check
if the tag is registered. If it is registered or correct, then he moves to the next verification step. In the second step, the
fingerprint of the student is then verified. If it matches the information of the students registered, then his or her
attendance will be stored on the server. Besides, the lecturers or teachers have authentication to use the system; they can
also act as admins of the entire system [16]. An SD card module with an RFID tag, which carries different voice codes, is
used in the system development. The tag identification card and the code of the voice greeting are stored in the SD card
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module. When the student enters the classroom door, his or her RFID tag is being read. If the identification card of the
student tag matches the stored data in the SD card, then the particulars of the student or person need to use the voice
greeting. If it matches, then the door will be open and the attendance of the student will be stored in the Excel sheet. The
student can view their attendance detail using the LCD used in the research. In the research, the Arduino connects the
liquid crystal display, the RFID reader, the SD card module, and the rest of the components used in the research.
Likewise, the system has simpler schematics than another system because of the very simple components used and the
design of the whole system. Also, you can get fast responses and accurate results [17]. A model system called the
microcontroller-based attendance system using the RFID system and global system for mobile (GSM) was designed. The
system consists of three ATmegal6 microcontrollers placed in between the RFID reader, global system for mobile
modem, and the computer. Each of the microcontrollers used has its purpose. The system will start whenever a lecturer or
teacher uses his or her RFID tag to enter the lecture room or classroom; then the students will enter the classroom also by
swiping their RFID tags within five minutes. The RFID reader reads the RFID tag and sends the signal to the first
microcontroller, which will analyze the signal of the RFID reader and open the classroom door using an infrared ray (IR)
signal, which is influenced by a motor. This signal is temporarily stored in the microcontroller. When the lecturer or
teacher finishes his or her class, he or she must swipe the RFID tag again to the RFID reader, and the system will decide
automatically that the class is finished. Therefore, the microcontroller will pass the temporarily stored signal to the
computer database as the attendance. In case a student is absent, the signal will pass it to the global system for mobile
modem, and it will send this message to the parents of the students who were not present during the lectures or lessons in
the lecture room or the classroom. If any of the students go out before the lecturer or teacher, the system will not count
the student as present in the lecture room or classroom. The system itself is an added advantage and a reliable security
system. Thus, the students cannot cheat the administration and their parents [18]. A system that will work with the RFID
technology and global system for mobile. In their research, they used a microcontroller as a midway among global
systems for mobile modules and RFID technology. Whenever the students enter the lecture room or classroom, they need
to make use of their tag, which is read by the RFID reader, and it sends it to the global system for the mobile module. If
the identification card of the student or individual tag does not match with the stored information of the database, he or
she is considered an unapproved person. If it accepts the tag, then the global system for the mobile module will send a
message to the administration and their parents that the students attended lectures or lessons [19]. A system that uses
web-based attendance using four-tier architecture by the use of RFID and biometrics. In their system, the students,
lecturers, or teachers' RFID has a unique code, which will be stored in the database of the institution or school. The RFID
reader and the fingerprint device are placed at the entrance door of the lecture room or classroom. Whenever the students
want to enter the classroom, they need to use the RFID tag, which will be read by an RFID reader and validate the
identity of the students by comparing it with the information stored in the database to see whether the tag matches or not.
The second stage of verification will be allowed if and only if the first stage of verification succeeds. The verification
with the fingerprint is the second stage of the system, and if the student's fingerprint matches with the data in the
database, then the attendance will be marked and stored into the database, but if his or her record is not stored or captured
in the database, then there will be no attendance for that student. The fingerprint verification is merely acting in ten
minutes, including five minutes before the schedule and after the schedule of class starting time. If anyone is late, then it
will deny providing attendance to that particular student that is late, but the students can stay at the lectures and learn but
will not have attendance for that class. Lastly, a short message service (SMS) will be sent to the students’ parents if the
students are present or not in the lecture room or classroom [20]. Prototype of the attendance management system with
the placement of a bigger number of RFID readers placed in the room, and there is a server application maintained
through a laptop. The radio frequency identification reader and the laptop or personal computer (PC) are connected with
the help of a wireless router or local area network (LAN) connection. Whenever a student or person enters the classroom
or lecture room, he or she needs to use the RFID tag, which is read by the RFID reader and passes the student's
attendance to the server through a wireless or LAN connection. Since many of the RFID readers are placed, more than
one person can get the attendance simultaneously and get higher efficiency than the traditional method or using the single
radio frequency identification reader [16]. In addition, they proposed a system that is working with the RFID technology
and Telegram messenger application. In their system, the students need to meet their lecturers or teachers for the tapping
of their RFID tags. If the tags match with tag information stored in the database, then it will send the attendance to the
management of the institution or principal in the form of an Excel sheet as well as send a message to the specific
student’s parent via Telegram messenger. Meanwhile, facial verification cost is comparably average to other biometric
verification. It also could be considered for a better system for developing an automatic attendance system. The RFID
technology with a fingerprint system is very comparable to the RFID with the facial system. Each characteristic of the
tables is providing similar ideas except for their cost. Fingerprint biometric systems provide a much lower cost compared
to the retina and iris. Meanwhile, software that makes use of Visual Studio and SQL is costly to a great degree.
Eventually, the system is considered a high-cost system with a higher eminence [17]. A low-cost portable smartcard-
based attendance system is the combination of RFID with fingerprint biometric technology to enhance the safety level
and integrity of the records. This design system does not merely make the system design simpler but likewise improves
the efficiency of the institution both in terms of manpower and time. This system does not merely abridge the method of
taking attendance but decreases the rate of errors and permits faster verification of student attendance, all with minimal
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human interaction [18]. Smart Attendance Monitoring System (SAMS) is a face recognition-based attendance system for
classroom environments. This system is developed by the integration of omnipresent components to make a portable
device for managing the student’s attendance using face recognition technology [19]. A radio frequency identification-
based attendance system with short message service (SMS) backup. This project seeks to address means of automatically
registering the student’s recording attendance, saving students’ information on the PC as well as backing up their
information via the global system for mobile communication, and finally making a decision on the worthiness of a
student to sit for an examination course or attend the lectures [20].

In summary, the various applications of using an RFID system are:
a. RFID can be used in various environments, this includes livestock, military, and scientific areas, and also in tertiary
institutions or organizations to prevent unnecessary intrusions by the students or individuals.

b. RFID can be used in addition to barcode. These two technologies can be complementing each other. With the
combinations of such technologies, one can hardly enter secure environments or institutions.

c. Unattended operations are possible, minimizing human errors and high costs.

d. RFID can help in identifying moving objects or elements that have tags embedded in them.

e. RFID. can cover a larger area of coverage, up to several feet.

f.  RFID system is used for access management.

g.  RFID system is used in the tracking of goods.

h. RFID is used in the tracking of persons and animals.

i. RFID is used in tax collection and contactless payment

j-  RFID system is used as a machine in reading travel documents.

k. RFID is used in airport baggage tracking logistics.

1. RFID is used in passports development.

m. RFID is used for medicine and drugs record.

n. RFID tags are used in clothing, e.g., in jeans, shirts, coats, and trousers.

IV. KEY IMPORTANCE OF RFID TAGS
1) Real-time Tracking and Identification:
RFID tags provide real-time data on the location and movement of items, allowing for accurate inventory
tracking and better control of assets.
i) Improved Inventory Management:
RFID tags automate inventory processes, reducing manual tasks and improving accuracy, leading to better stock
management and reduced waste.
iii) Enhanced Supply Chain Efficiency:
RFID enables efficient tracking of goods throughout the supply chain, improving logistics, reducing transit
times, and increasing transparency.
iv) Increased Security:
RFID tags can be programmed with unique identifiers, making it more difficult to counterfeit or steal items,
enhancing security in various settings.
V) Cost Savings:
By streamlining processes and reducing errors, RFID tags can lead to significant cost savings for businesses by
improving efficiency and optimizing resources.
vi) Data-Driven Insights:
RFID technology provides real-time data that can be analyzed to gain valuable insights into inventory levels,
movement patterns, and other operational metrics, enabling better decision-making.
vii) Automated Processes:
RFID tags can automate various processes, such as access control, inventory tracking, and payment, reducing
manual effort and improving efficiency.
viii) Improved Accuracy:
RFID tags can be read from a distance, without requiring a direct line of sight, making them a reliable and
accurate identification method [21].

V. CONCLUSION

This study analyzed a large number of papers [22-23] related to the RFID system. We saw the many technological
developments, the need to switch to the RFID system from the traditional paper-based attendance sheet that has been
there for a while, and its many potential uses [25].

RFID technology faces challenges in cost, security, standardization, and data management, but its future is promising
with advancements in miniaturization, integration with IoT, and wider adoption in diverse applications.
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Challenges:

i)

vii)

Cost:

RFID readers can be significantly more expensive than barcode readers, and the cost of implementing a
comprehensive RFID system can be a barrier for some organizations.

Security and Privacy:

Concerns exist about unauthorized access to sensitive information stored on RFID tags, as well as potential
tracking of individuals through their tagged items.

Standardization:

The lack of universal standards for RFID tags and readers can lead to compatibility issues between different
systems and vendors.

Data Management:

Managing the large volumes of data generated by RFID systems can be challenging, especially in complex
supply chains.

Interference:

Metals and liquids can interfere with RFID signals, potentially affecting performance in certain environments.
Tag Damage:

RFID tags can be damaged, especially during handling or in harsh environments, leading to data loss or system
malfunction.

Security Attacks:

RFID systems are vulnerable to various attacks, including tag cloning, where unauthorized tags are created with
the same ID as legitimate ones.

Future Directions:

i) Miniaturization and Cost Reduction:
Ongoing advancements in RFID technology are leading to smaller, more affordable tags, enabling their use in a
wider range of applications, including smaller items and consumer goods.
ii) Integration with IoT:
RFID is becoming increasingly integrated with the Internet of Things (I0T), enabling smart cities, autonomous
vehicles, and next-generation supply chains.
i) 5G Integration:
The integration of RFID with 5G technology promises faster data transmission and real-time analytics.
iv) Smart Cities and Infrastructure:
RFID is poised to play a crucial role in smart cities, enabling applications like intelligent transportation systems,
waste management, and public safety.
V) Healthcare:
RFID is being used to improve patient safety, manage medical supplies, and track medical equipment.
vi) Retail and Supply Chain:
RFID is revolutionizing retail by improving inventory management, reducing stockouts, and enhancing the
customer experience.
vii) Environmental Monitoring:
RFID sensors can be used to monitor environmental conditions, track wildlife, and manage resources.
viii) Anti-Collision Protocols:
Research is ongoing to develop more efficient anti-collision protocols for RFID readers to handle large numbers
of tags.
ix) Data Analytics:
Advancements in data analytics will help extract meaningful insights from the massive amounts of data
generated by RFID systems [24]
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