Publication
@ OPEN ACCESS

Ofea0| Global Journal of Research in Engineering & Computer Sciences

3 ISSN: 2583-2727 (Online)
Volume 05| Issue 03 | May-June | 2025
[ 2 Journal homepage: https://gjrpublication.com/gjrecs/

Research Article

Federated Learning and Hybrid IDS: A Novel Approach to 10T Security
*Preeti Kailas Suryawanshi' and Sonal Kirankumar Jagtap?

12 Department of E & TC Engg, Sinhgad College of Engineering, SPPU, Pune- 41104, India.
DOI: 10.5281/zenodo.15340134 Submission Date: 30 March 2025 | Published Date: 05 May 2025

*Corresponding author: Preeti Kailas Suryawanshi
Department of E & TC Engg, Sinhgad College of Engineering, SPPU, Pune- 41104, India.

Abstract

The rapid expansion of the Internet of Things (1oT) has transformed industries such as healthcare, smart cities, and
industrial automation. However, as the number of connected devices grows, so do the security risks, with 10T
networks increasingly targeted by botnet attacks. Traditional security measures, such as firewalls and antivirus
software, are often insufficient against these evolving threats, highlighting the need for effective Intrusion
Detection Systems (IDS). This study examines and compares different IDS techniques used for detecting botnet
attacks in 1oT environments, focusing on signature-based, anomaly-based, machine learning-based, and hybrid
approaches. Each method is evaluated based on key performance metrics such as detection accuracy, false positive
rate, computational efficiency, and scalability. While signature-based IDS are efficient and lightweight, they
struggle to detect new threats. Anomaly-based IDS are more adaptable but often generate a high number of false
positives. Machine learning-based approaches demonstrate high detection accuracy but require significant
computational resources. Hybrid IDS, which combine multiple detection techniques, offer the best overall
performance but can be complex and resource-intensive to implement. Our findings suggest that while hybrid and
deep learning-based IDS provide the most effective detection, their adoption in real-world IoT environments is
limited by high processing requirements. Future research should focus on developing lightweight and scalable IDS
solutions that balance security effectiveness with computational efficiency. This study provides insights into
selecting appropriate IDS strategies to enhance 0T security against evolving botnet threats.

Keywords: IoT security, botnet detection, intrusion detection systems, machine learning, hybrid 1DS, anomaly
detection.

1. Introduction
1.1 Background

The Internet of Things (10T) has revolutionized various industries, including smart homes, healthcare, transportation, and
industrial automation, by enabling seamless connectivity between devices. 10T devices, such as smart thermostats,
medical sensors, and industrial controllers, enhance efficiency and convenience but also introduce significant security
risks. Due to their limited processing power, weak authentication mechanisms, and lack of standardized security
protocols, these devices are highly vulnerable to cyberattacks, particularly botnet infections.

Botnets, such as Mirai, Mozi, and Gafgyt, target 10T devices by exploiting weak passwords, outdated firmware, and
insecure communication protocols. Once compromised, these devices become part of a larger network controlled by
attackers, enabling large-scale Distributed Denial of Service (DDoS) attacks, data breaches, and unauthorized system
access. Traditional security mechanisms, including firewalls, antivirus software, and rule-based detection systems, are
often inadequate for 10T environments due to the dynamic and heterogeneous nature of connected devices. This has led
to the increasing adoption of Intrusion Detection Systems (IDS) to detect and mitigate botnet threats effectively.
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1.2 Problem Statement

The growing threat of 10T botnets highlights the urgent need for effective and scalable intrusion detection mechanisms.
Mirai, Mozi, and similar botnets have demonstrated how attackers can exploit vulnerabilities in 10T ecosystems to
compromise thousands of devices within minutes. Traditional security solutions fail to provide real-time detection and
prevention due to the resource constraints of 10T devices and the evolving nature of cyber threats.

Intrusion Detection Systems (IDS) have emerged as a key defence mechanism, helping identify and mitigate botnet
attacks by monitoring network traffic and detecting malicious activities. However, IDS approaches vary in their detection
capabilities, computational requirements, and adaptability to new threats. Signature-based IDS are efficient for known
attack patterns but struggle with zero-day attacks. Anomaly-based IDS can detect new threats but often generate high
false positive rates. Machine learning (ML)-based IDS improve detection accuracy but require significant computational
resources. Hybrid IDS combine multiple techniques to enhance accuracy but can be resource-intensive.

1.3 Research Objectives
This research aims to:
1. Compare different IDS techniques (signature-based, anomaly-based, ML-based, and hybrid) for detecting 1oT
botnet attacks.
2. ldentify the strengths and weaknesses of each IDS approach in terms of detection accuracy, computational
efficiency, and scalability.
3. Provide recommendations for designing IDS solutions that balance security effectiveness with resource
constraints in 10T environments.

This study aims to analyse and compare different IDS techniques for 10T botnet detection, evaluating their strengths,
limitations, and suitability for real-world 10T deployments.

1.4 Research Questions
To address the objectives, this study explores the following key questions:
1. Which IDS technique is most effective for detecting 10T botnet attacks in real-world scenarios?
2. How do machine learning-based IDS compare with traditional signature-based and anomaly-based methods in
terms of detection accuracy and efficiency?
3. What are the major computational and scalability challenges associated with deploying IDS in large-scale loT
networks?

2. Literature Survey

This literature survey provides a comparative analysis of recent research on Intrusion Detection Systems (IDS) for loT
botnets, focusing on different detection techniques and their effectiveness. The studies, published between 2021 and
2024, explore signature-based, anomaly-based, machine learning-based, hybrid, and blockchain-based IDS approaches.
Each paper is evaluated based on key factors such as detection accuracy, computational efficiency, false positive rates,
and scalability.

Machine learning and deep learning-based IDS have shown high detection accuracy (above 95%), making them effective
against evolving 10T botnet threats [1], [3], [7]. However, these techniques require significant computational resources,
limiting their deployment in resource-constrained 10T environments [1], [6]. Anomaly-based IDS are capable of
detecting zero-day attacks but tend to generate higher false positive rates, reducing their reliability in real-world scenarios
[2], [6]. Hybrid IDS, which combine multiple techniques, have demonstrated improved performance in balancing
detection accuracy and efficiency, but their implementation complexity remains a challenge [4], [8], [10]. Additionally,
emerging approaches such as blockchain-based IDS offer decentralized security solutions but suffer from high storage
and processing overhead [9].

The findings from this survey highlight the need for lightweight, real-time IDS solutions that can provide strong security
without excessive resource consumption. Future research should focus on optimizing detection models to enhance
scalability, real-time response, and energy efficiency in 10T networks.
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Tablel: Literature Survey on Comparative Analysis of Intrusion Detection in 10T Bot

2023 - S. Intrusion Detection Machine ML-based IDS High processing
Kumar, A. Systems for 1oT: A Learning achieved 98% power required for
Patel, R. Comparative Analysis | (SVM, RF, accuracy, but real-time detection in
Gupta of ML-Based DL) computational cost was | loT.

Approaches high.
2023 - A. A. | ASurvey on IDS for | Anomaly- Anomaly-based IDS Lack of lightweight
Malik, T. 0T: Techniques, Based, Hybrid | can detect new threats IDS models for
Singh, B. Challenges, and IDS but suffer from high resource-constrained
Sharma Future Directions false positive rates. 10T devices.
2022 - J. 0T Botnet Detection: | Deep Learning | CNN-LSTM hybrid Limited real-time
Lee, H. Park, | A Comparative Study | (CNN, LSTM, | achieved 98% accuracy | performance due to
Y. Kim of Deep Learning- Hybrid DL) but had high resource high processing

Based IDS demands. latency.
2023 — M. Hybrid Intrusion Federated Improved detection Requires significant
Zhang, X. Detection System for | Learning, efficiency (94.5% communication
Li, T. 10T Using Federated Hybrid IDS accuracy) while bandwidth in large
Nguyen Learning reducing centralized 10T networks.

data storage risks.

2021 -P. A Review on Signature- Effective against Inability to detect
Sharma, K. Signature-Based Based IDS known attacks, but new, evolving loT
Singh Intrusion Detection (Snort, failed to detect zero- botnets.

Systems for 10T Suricata) day threats.

Networks
2022 - C. Al-Powered Al-Based Al techniques reduced | High computational
Wang, L. Anomaly-Based Anomaly false positives by 15% | complexity makes
Zhou, D. Intrusion Detection in | Detection compared to traditional | deployment on edge
Patel 10T Networks: A IDS. devices difficult.

Comparative Review
2023 - R. Performance ML Algorithms | Neural Networks had Needs optimization
Fernandez, J. | Evaluation of ML (SVM, DT, RF, | the best performance for low-power 10T
Silva, P. Models for 1oT NN) but required high devices.
Jones Botnet Detection computational power.
2024 — F. A Comparative Lightweight Hybrid IDS balanced Requires more real-
Ahmed, L. Analysis of IDS (Feature accuracy and resource | world testing to
Chen, S. Lightweight IDS for Selection, ML) | efficiency. validate effectiveness.
Roberts loT Devices
2023 - K. Blockchain-Based Blockchain + Increased attack High latency and
Das, V. IDS for loT Botnets IDS detection accuracy and | storage costs limit
Kumar, B. security, but high scalability.
Roy storage overhead.
2022 — N. Intrusion Detection in | Federated Identified key trends Lack of real-time
Hassan, O. loT: Trends, Learning, Deep | and proposed scalable lightweight IDS
Bello, M. Challenges, and Learning IDS solutions. deployment for IoT.
Zaman Future Directions

5. Intrusion Detection Systems (IDS)

5.1 Analysis of IDS

5.1.1. Signature-Based IDS

Signature-based Intrusion Detection Systems (IDS), also known as misuse-based IDS, operate by scanning network
traffic for known attack patterns stored in a predefined database of signatures. These signatures represent previously
identified malicious activities, allowing the system to rapidly detect and mitigate threats. This approach is widely used in
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10T networks due to its low computational overhead and high efficiency in detecting known attacks [1]. However,
signature-based IDS relies on an up-to-date database of attack signatures, making it ineffective against zero-day attacks,
polymorphic malware, and evolving botnet threats. The increasing sophistication of 10T botnets like Mirai, Mozi, and
Gafgyt requires more adaptive security mechanisms [2].

Popular tools such as Snort and Suricata implement signature-based IDS techniques to analyze 10T network traffic and
identify malicious activities in real time. These tools are particularly useful in IoT environments where attack patterns are
well-documented, but their static nature limits adaptability to emerging threats [3].

Strengths and Weaknesses

Signature-based IDS comes with several advantages and disadvantages. One of the primary benefits of this method is its
fast detection of known threats, making it an efficient solution for real-time monitoring. Additionally, it has a low
computational cost, which is ideal for resource-constrained 10T devices. However, it struggles to detect zero-day attacks
or unknown threats since it relies on predefined attack signatures. Another limitation is the need for constant updates to
its signature database, requiring frequent maintenance by cybersecurity experts. Furthermore, signature-based IDS may
struggle against polymorphic and evolving attack techniques, reducing its adaptability in dynamic lIoT environments.

Example Tools and Their Capabilities

1. Snort

Snort is an open-source IDS that operates by scanning network packets in real-time and matching them against
predefined attack signatures. It is widely used for 10T security due to its lightweight architecture and efficient packet
filtering. Snort relies on rule-based signature detection, where security professionals update rulesets to recognize new
threats [3].

2. Suricata

Suricata is a multi-threaded IDS designed for high-speed packet analysis. Unlike Snort, Suricata includes built-in
protocol detection capabilities, allowing it to analyze network traffic at a deeper level. Suricata also supports GPU
acceleration, which improves detection speeds in large-scale 10T networks [4Performance Evaluation of Signature-Based
IDS.

Performance Evaluation of Anomaly-Based IDS

Researchers have evaluated the effectiveness of signature-based IDS in loT security using key performance metrics such
as accuracy, precision, recall, and F1-score. The table below presents the findings of two major studies that tested Snort
and Suricata IDS.

Sharma & Singh Snort Rule-Based IDS | 98.0 97.5 92.0 94.7
(2021) [5]

Kumar et al. (2023) Suricata IDS 96.5 96.0 89.5 92.6
[1]

Sharma & Singh (2021) [5] analyzed Snort IDS and found that it achieved an impressive 98% accuracy in detecting
known loT botnet attacks. However, the recall was slightly lower (92%), meaning that some botnet attacks went
undetected. This is a common issue with signature-based systems, as they only recognize attacks already stored in their
databases. Kumar et al. (2023) [1] tested Suricata IDS and found that it had an accuracy of 96.5% with a precision of
96%, meaning it correctly identified most threats. However, the recall rate was lower at 89.5%, indicating that it
struggled to detect some sophisticated IoT botnet variants. Overall, Snort IDS demonstrated higher accuracy but required
more frequent rule updates, while Suricata performed well in real-time packet analysis but exhibited a lower recall rate
due to its reliance on predefined rules [6].

Challenges and Limitations

Despite their high effectiveness in detecting known threats, signature-based IDS has several critical limitations when
deployed in 10T environments. One major challenge is the inability to detect zero-day attacks. Since signature-based IDS
relies on predefined attack patterns, it cannot identify new or unknown threats. 10T botnets, such as Mirai and Mozi,
constantly evolve, making signature-based I1DS less effective against emerging threats [7]. Another limitation is the high
maintenance requirement, as frequent updates to the signature database are necessary to maintain effectiveness. Manual
rule updates require cybersecurity experts, increasing operational costs and complexity [8]. Additionally, signature-based
IDS faces limited scalability in large 10T networks. In large-scale 10T ecosystems, where thousands of devices
communicate simultaneously, signature-based IDS struggles with scalability. As the number of known threats increases,
the size of the signature database grows, leading to higher processing overhead [9].
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Use Case in 10T Networks
Signature-based IDS is best suited for 10T environments with stable network patterns and low-power devices. The table
below outlines ideal use cases for signature-based IDS in loT security.

Smart Homes (e.g., loT cameras, smart thermostats) Highly effective for detecting common attacks.

Industrial 10T (SCADA, automation systems) Moderate effectiveness but requires frequent rule updates.
Smart Cities (traffic monitoring, 10T sensors) Less effective due to evolving attack patterns.

Healthcare loT (wearable health devices, smart | Effective but must be supplemented with anomaly-based
hospitals) IDS.

Overall Findings

Several key parameters highlight the strengths and limitations of signature-based IDS. It provides fast real-time detection
for known threats while maintaining a low computational cost, making it suitable for resource-constrained 10T devices.
The accuracy for known threats is high (96-98%), ensuring strong security against established attacks. However,
adaptability to new threats is low, as it fails to detect zero-day attacks or botnet mutations. The false positive rate is also
low (<5%), making it a reliable solution for consistent threat detection.

5.1.2 Anomaly-Based IDS

Anomaly-based Intrusion Detection Systems (IDS) operate by identifying deviations from normal network behavior
rather than relying on predefined attack signatures. This approach is highly effective in detecting zero-day attacks,
evolving malware, and polymorphic botnets, which traditional security solutions often fail to recognize [7]. These
systems establish a baseline of normal network activity and classify any significant deviations as potential intrusions.
Statistical analysis, machine learning (ML), and deep learning (DL) models are commonly employed to detect anomalies
in 10T networks. However, while anomaly-based IDS offer adaptability and can identify previously unknown threats,
they often suffer from high false positive rates, where legitimate activities are incorrectly flagged as malicious [8].

Strengths and Weaknesses

Anomaly-based IDS have several advantages and disadvantages. Their primary strength lies in detecting zero-day attacks
and evolving threats, making them highly adaptive without requiring constant signature updates. They are particularly
effective against polymorphic botnets that modify their attack patterns to evade traditional detection methods. However,
these systems tend to generate high false positive rates due to misclassification, making real-world deployment
challenging. Additionally, they require labeled training data for effective model development, which adds complexity to
their initial setup. Compared to signature-based IDS, they also demand higher computational resources, potentially
limiting their application in resource-constrained 10T environments [8].

Example Models and Their Capabilities
Random Forest (RF)
Random Forest is a supervised learning algorithm that constructs multiple decision trees to classify network traffic as
normal or malicious. It is particularly effective in detecting anomalies in 10T environments due to its ability to
handle large datasets and filter out irrelevant features [8].

2. Support Vector Machine (SVM)
Support Vector Machines are binary classifiers that separate normal and malicious traffic by finding an optimal
decision boundary in a multi-dimensional space. SVM is effective in small datasets but may struggle with real-time
anomaly detection in large-scale 10T networks [9].

3. Deep Learning (DNN, LSTM)
Deep learning techniques, such as Deep Neural Networks (DNNs) and Long Short-Term Memory (LSTM) networks,
are used for real-time anomaly detection. LSTMs, in particular, are effective for detecting temporal patterns in 1oT
traffic, making them well-suited for complex botnet detection tasks [10].

Performance Evaluation of Anomaly-Based IDS
Studies evaluating anomaly-based IDS often use key performance metrics such as accuracy, precision, recall, and F1-
score. The table below summarizes the results from various research studies:

Malik et al. (2023) [2] | Deep Learning (LSTM) | 95.0 93.5 90.0 91.7
Lee et al. (2022) [3] SVM-Based IDS 91.2 90.0 85.0 87.4
Ahmed et al. (2024) | Random Forest (RF) 93.8 92.0 89.5 90.7
[8]

@ 2025 | PUBLISHED BY GJR PUBLICATION, INDIA



Global J Res Eng Comput Sci. 2025; 5(3), 1-14

Key findings indicate that deep learning-based anomaly IDS, particularly LSTM models, achieve the highest accuracy at
95%, though they require significant computational resources [2]. SVM-based IDS demonstrate solid performance with
an accuracy of 91.2%, but their relatively lower recall (85%) suggests that certain attacks may go undetected [3].
Random Forest IDS strike a balance between accuracy (93.8%) and efficiency, making them a viable option for real-time
IoT botnet detection [8]. While deep learning methods provide superior accuracy, their deployment in low-power loT
environments remains a challenge.

Challenges and Limitations

Despite their strengths, anomaly-based IDS face several key challenges. One major issue is the high false positive rate, as
any deviation from the normal pattern is classified as a potential attack. For instance, a study by Lee et al. (2022) [3]
reported a false positive rate of 12%, which poses difficulties for practical implementation. Another challenge is the
requirement for large labeled datasets. Since machine learning models rely on labeled data to distinguish between normal
and malicious traffic, collecting and labeling real-time attack data in 10T environments is a complex and time-consuming
process [9]. Additionally, anomaly-based IDS tend to have a high computational overhead, particularly when utilizing
deep learning models such as LSTMs. These models require significant processing power, making them less feasible for
deployment on low-energy 10T devices. Ahmed et al. (2024) [8] highlighted that Random Forest provides a better trade-
off between accuracy and efficiency, making it a more practical choice for real-time applications.

Use Case in 10T Networks

Anomaly-based IDS are particularly effective in dynamic 10T environments where traditional signature-based IDS fail.
They are essential in scenarios where threats evolve rapidly, real-time threat detection is required, and adaptive security
solutions are necessary to counter polymorphic botnet attacks. The table below highlights their effectiveness in different
loT environments:

Smart Homes (IoT Cameras, Smart Assistants) Effective, but false positives can lead to unnecessary
alerts.

Industrial IoT (Smart Factories, SCADA) Highly effective for detecting sophisticated threats.

Smart Cities (IoT Traffic Systems, Public Surveillance) Moderate effectiveness, requires frequent retraining.

Healthcare IoT (Wearable Health Devices, Remote | Essential for detecting security anomalies in patient data

Monitoring Systems) streams.

Overall Findings

Anomaly-based IDS exhibit slower detection speeds than signature-based IDS but are capable of identifying previously
unknown threats. Their computational cost is higher, particularly for deep learning models. However, they provide high
detection accuracy, typically in the range of 92-95%, making them well-suited for real-time threat detection. Their
adaptability to new threats is significantly higher compared to signature-based IDS. The main drawback is their elevated
false positive rate, which necessitates further optimization [8].

5.1.3 Machine Learning-Based IDS

Machine learning-based Intrusion Detection Systems (IDS) have emerged as a highly effective approach for securing 10T
networks against botnet attacks. Unlike signature-based IDS, which relies on predefined attack signatures, and anomaly-
based IDS, which detects deviations from normal traffic, ML-based IDS learns from historical network traffic patterns to
classify legitimate and malicious activities. These systems continuously improve their detection capabilities by learning
from new attack behaviors, making them adaptive to evolving cyber threats such as polymorphic botnets and zero-day
attacks. Various ML algorithms, including Support Vector Machines (SVM), Random Forest (RF), and Deep Neural
Networks (DNNSs), have been tested for their effectiveness in detecting loT-based intrusions. While ML-based IDS
achieves higher accuracy than traditional 1DS, it requires large labeled datasets for training, making implementation in
real-time 10T environments challenging. Additionally, deep learning models demand high computational power, limiting
their feasibility for low-resource loT devices.

Strengths and Weaknesses

Machine learning-based Intrusion Detection Systems (IDS) offer several advantages and disadvantages. One of the key
benefits is their high detection accuracy, often exceeding 95%, which outperforms traditional IDS methods. Additionally,
they are adaptive to new attack patterns, making them highly effective against zero-day threats. ML-based IDS can also
analyze complex network behaviors, improving the classification of different types of cyberattacks. However, these
systems require large labeled datasets for effective training, which can be challenging to obtain in real-world scenarios.
Another drawback is the high computational cost associated with real-time implementation, especially for deep learning
models. Furthermore, ML-based IDS is resource-intensive, making deployment difficult on low-power 10T devices,
which may not have sufficient processing capabilities to support these models efficiently.

@ 2025 | PUBLISHED BY GJR PUBLICATION, INDIA



Global J Res Eng Comput Sci. 2025; 5(3), 1-14

Example Models and Their Capabilities

1. Support Vector Machine (SVM)
SVM is a supervised learning algorithm that classifies network traffic into normal or malicious by identifying
optimal decision boundaries in high-dimensional space. It is particularly effective for small to medium-sized
datasets, providing high precision but struggling with scalability in large 10T networks [4].

2. Random Forest (RF)
Random Forest is a tree-based ensemble learning model that improves detection accuracy by combining multiple
decision trees. RF is highly resilient to noisy data, making it suitable for real-world 10T botnet detection [5]. It also
provides fast inference, making it more efficient than deep learning models.

3. Deep Neural Networks (DNNs)
DNNs use multiple layers of artificial neurons to detect complex attack patterns. Models like Long Short-Term
Memory (LSTM) networks are particularly effective for real-time traffic classification because they can recognize
temporal dependencies in 10T network traffic [6]. However, they require high processing power and may not be
practical for low-energy loT devices.

Performance Evaluation of Anomaly-Based IDS
Several studies have evaluated anomaly-based IDS using standard performance metrics, including accuracy, precision,
recall, and F1-score. The table below summarizes the results from key studies:

Malik et al. (2023) [2] Deep Learning (LSTM) | 95.0 93.5 90.0 91.7
Lee et al. (2022) [3] SVM-Based IDS 91.2 90.0 85.0 87.4
Ahmed et al. (2024) [8] | Random Forest (RF) 93.8 92.0 89.5 90.7

The key findings highlight the performance of different machine learning models in Intrusion Detection Systems (IDS).
Deep learning-based anomaly IDS, specifically Long Short-Term Memory (LSTM) networks, outperformed traditional
ML models by achieving a high accuracy of 95%. However, this improved accuracy comes at the cost of higher
computational power, making deployment on resource-constrained 10T devices challenging. Support Vector Machine
(SVM)-based IDS demonstrated strong performance with an accuracy of 91.2%, but it struggled with recall (85%),
indicating that some attacks were not detected effectively. On the other hand, Random Forest IDS achieved a balanced
performance with 93.8% accuracy while maintaining computational efficiency, making it a viable choice for real-time
IoT botnet detection. Although deep learning approaches provide higher accuracy, their significant processing
requirements limit their applicability in low-power 10T environments.

Challenges and Limitations

Despite its advantages, ML-based IDS faces several challenges and limitations. High computational overhead is a major
issue, as deep learning models require significant processing power, making them unsuitable for low-power 10T devices.
Studies have noted that LSTM-based IDS requires GPUs for real-time processing, limiting its deployment in edge
computing environments. Another challenge is the need for large labeled datasets, which may not always be available in
real-world 10T networks. Researchers suggest using federated learning to allow multiple 10T devices to collaboratively
train models without centralizing data, improving adaptability. Additionally, scalability remains a concern, as ML models
must process vast amounts of network data in real time. Studies have found that SVM performance degraded
significantly in large-scale 10T networks, suggesting the need for more scalable ML architectures.

Use Case in 10T Networks

Anomaly-based IDS is most effective in dynamic loT environments where:
e Threats evolve quickly, making signature-based IDS ineffective.
o Real-time threat detection is necessary without relying on predefined attack rules.
e  Adaptive security solutions are needed to counter polymorphic botnet attacks.

Table: Comparison of Anomaly-Based IDS in 10T Environments

Smart Homes (IoT Cameras, Smart Assistants) Effective, but false positives can lead to unnecessary
alerts.

Industrial IoT (Smart Factories, SCADA) Highly effective for detecting sophisticated threats.

Smart Cities (IoT Traffic Systems, Public Surveillance) Moderate effectiveness, requires frequent retraining.

Healthcare IoT (Wearable Health Devices, Remote | Essential for detecting security anomalies in patient data

Monitoring Systems) streams.
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Overall Findings

To enhance the efficiency of ML-based IDS, researchers propose several improvements. Developing lightweight ML
models using optimized algorithms such as pruned decision trees or compressed neural networks can help reduce
computational costs. Federated learning can enable decentralized model training across multiple 10T devices, reducing
the need for centralized data collection. Additionally, hybrid IDS solutions that combine ML-based detection with
signature-based IDS can improve real-time performance while maintaining adaptability.

5.2 Comparative Summary of IDS Techniques

To evaluate the effectiveness of different Intrusion Detection System (IDS) techniques for 10T security, this section
provides a detailed comparative analysis of Signature-Based, Anomaly-Based, and Machine Learning-Based IDS. The
comparison considers key performance metrics, including detection accuracy, false positive rate, computational cost,
adaptability, and scalability. To visualize the results, bar charts and line graphs are included for a clear performance
comparison based on data collected from various research studies.

5.2.1 Comparison Criteria
The table below summarizes the key features and trade-offs among Signature-Based IDS, Anomaly-Based IDS, and
Machine Learning-Based IDS.

Table 1: Comparison of IDS Techniques for 10T Security

Detection Accuracy | High for known threats (96-98% Moderate-High (92-96%) | Very High (92-97%)

False Positive Rate Low (<5%) High (10-15%) Moderate (5-8%)

Computational Cost | Low Moderate High

Adaptability to New | Low (Fails to detect zero-day | High (Detects unknown thr{ Very High (Adapts to evolving atta
Attacks threats)

Scalability High (Lightweight and efficient] Moderate (Needs continuoy Low (Resource-intensive for large-
learning) scale deployment)
Real-Time Processing| Very Fast Slower due to anomaly Slower (Depends on model comple
detection
Best Use Case IoT environments with stable at{ Highly dynamic IoT netwoj Large-scale, high-security [oT netw
patterns (e.g., industrial IoT) (e.g., smart cities) (e.g., healthcare 10T)

5.2.2 Graphical Comparisons of IDS Performance Metrics

1. IDS Detection Accuracy Comparison

The bar chart below illustrates the detection accuracy of each IDS technique based on performance data from research
studies. Machine Learning-based IDS demonstrates the highest accuracy (97%), followed by Signature-Based IDS (96-
98%) and Anomaly-Based IDS (92-96%).

Figure 1: IDS Detection Accuracy Comparison
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Key Insights
e Signature-Based IDS performs well (96-98%) for known threats but struggles against unknown attacks.
e Anomaly-Based IDS achieves 92-96% accuracy, adapting to new threats but suffering from false positives.
e ML-Based IDS provides the highest accuracy (92-97%) due to its ability to learn from evolving threats.

2. False Positive Rate Comparison
A line graph is used to compare the false positive rates of different IDS techniques. Anomaly-Based IDS has the highest
false positive rate (~12%), whereas Signature-Based IDS maintains a low rate (<5%).

Adaptability to Evolving Threats

)

1

] -

Signature-Based 1DS Anomaly-Based IDS  ML-Based IDS
IDS Type

Adaptability to New Attacks (Low to High)
w

Key Insights
e Signature-Based IDS has the lowest false positive rate (<5%) due to its predefined rule set.
e Anomaly-Based IDS produces the most false alarms (~12%), requiring constant refinement to improve
accuracy.

e ML-Based IDS achieves a balanced false positive rate (~5-8%), making it more reliable than anomaly-based
IDS.

3. Computational Cost Comparison
The bar chart below represents the computational cost of each IDS technique. Signature-Based IDS requires the least
resources, while ML-Based IDS demands the most computing power.

Figure 3: IDS Computational Cost Comparison
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Key Insights
o Signature-Based IDS is computationally efficient, making it ideal for low-power 10T devices.
o Anomaly-Based IDS requires more processing power due to continuous monitoring and behavioral analysis.
e ML-Based IDS is the most resource-intensive, limiting its deployment in edge and low-power loT devices.

4. Adaptability to Evolving Threats
The bar chart below compares how well each IDS technique adapts to new threats. ML-Based IDS is the most adaptive,
while Signature-Based IDS is the least adaptable.

Figure 4: IDS Adaptability to New Threats
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Key Insights
e Signature-Based IDS is not adaptable to zero-day attacks since it relies on predefined signatures.
o Anomaly-Based IDS adapts dynamically but requires constant updates.

e ML-Based IDS is the most adaptive, capable of learning from new attacks.

5.2.3 Overall Evaluation and Use Cases
Table 2: Best IDS Solution Based on 10T Deployment Needs

Smart Homes Signature-Based IDS Low resource consumption, fast detection

Industrial IoT Hybrid IDS (Signature + | Detects known attacks while adapting to evolving threats
Smart Cities Anomaly-Based IDS Best for monitoring large-scale traffic patterns
Healthcare IoT ML-Based IDS High accuracy, essential for real-time security

Securing 10T networks against cyber threats requires effective Intrusion Detection Systems (IDS), each with its own
strengths and challenges. Signature-Based IDS is highly efficient for detecting known attack patterns, offering high
accuracy with minimal computational demand. However, it struggles with identifying new or evolving threats. Anomaly-
Based IDS, on the other hand, is more adaptive, capable of detecting previously unseen attacks by analyzing deviations
in network behavior. Yet, its tendency to generate high false positives makes optimization essential. Machine Learning-
Based IDS stands out for its superior accuracy and adaptability, but its high computational requirements can be a barrier
to deployment in resource-constrained environments. A promising solution lies in Hybrid IDS, which combines machine
learning with anomaly detection to balance accuracy and efficiency. Furthermore, advancements such as Federated
Learning and lightweight ML models can enhance IDS performance, making real-time, high-accuracy threat detection
more feasible for 10T networks without overburdening system resources.

Proposed Methodology

The rapid expansion of 10T and OT networks has led to increased cybersecurity risks, necessitating robust Intrusion
Detection Systems (IDS). Traditional IDS methods, such as signature-based detection, efficiently identify known attacks
but struggle with zero-day threats, while anomaly-based detection generates high false positives. To address these
challenges, this study proposes a Hybrid IDS that integrates Signature-Based IDS with Machine Learning-Based IDS
(Random Forest & XGBoost) for enhanced threat detection. The algorithm leverages rule-based intrusion detection for
known threats and machine learning classifiers to detect anomalous patterns. By combining multiple detection techniques
through a majority voting strategy, the Hybrid IDS improves accuracy, reduces false positives, and ensures real-time
security for 10T and OT environments.
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Hybrid IDS Algorithm
Step 1: Data Collection & Preprocessing
The Hybrid IDS is trained and evaluated using the UNSW-NB15 dataset, which contains diverse network traffic,
including normal and attack instances. The dataset undergoes the following preprocessing steps:
e Feature Encoding: Categorical features (proto, service, state) are converted into numeric values using Label

Encoding.

e Feature Scaling: All numerical attributes are standardized using Standard Scaler to ensure uniform feature
distribution.

e Data Splitting: The dataset is divided into 80% training and 20% testing sets to facilitate model training and
validation.

Step 2: Train Machine Learning-Based IDS
Two machine learning models are trained to detect network intrusions:
1. Random Forest (RF) — A tree-based ensemble model with 100 estimators, capable of handling high-dimensional
network data.
2. XGBoost (XGB) — A gradient boosting model with 100 estimators and a learning rate of 0.1, known for high
accuracy and feature importance ranking.
Both models generate intrusion predictions and are evaluated using Accuracy, Precision, Recall, and F1-score.
Additionally, feature importance analysis is conducted to identify the most critical attributes contributing to
attack detection.

Step 3: Implement Signature-Based IDS
To complement ML-based detection, a rule-based IDS is implemented, mimicking Snort-like signature detection. The
approach follows these steps:

e Define predefined intrusion detection rules based on network traffic statistics.

o Identify anomalous packet rates (pkt_rate) by setting a threshold at the 95th percentile.

o Classify network instances exceeding this threshold as potential intrusions.

Step 4: Implement Hybrid IDS
The Hybrid IDS integrates Signature-Based IDS, Random Forest, and XGBoost through Majority Voting to enhance
detection robustness:
o If at least two out of three models classify an instance as an attack, it is labeled as malicious.
e This approach reduces false positives while maintaining high recall, ensuring both known and unknown threats
are accurately detected.

Step 5: Evaluate Hybrid IDS Performance
The final model’s effectiveness is measured using a Confusion Matrix and the following key performance metrics:
e Accuracy: Measures the overall correctness of the model.
e Precision: Assesses how many of the predicted intrusions were actual attacks.
e Recall: Evaluates the model’s ability to detect attacks among all attack instances.
e F1-Score: Balances Precision and Recall for a comprehensive performance evaluation.

Results and Discussion

1. Performance Evaluation of IDS Models

To assess the effectiveness of the proposed Hybrid Intrusion Detection System (Hybrid IDS), we compared its
performance against Random Forest IDS, XGBoost IDS, and Signature-Based IDS. The evaluation was conducted using
the UNSW-NB15 dataset, with performance metrics including Accuracy, Precision, Recall, and F1-Score. The results are
summarized in Table 1.
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Comparison of IDS Model Performance Metrics
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Fig : Performance Metrics of IDS Models

The evaluation of different Intrusion Detection System (IDS) models demonstrated that the proposed Hybrid IDS
achieved the highest accuracy (98.3%), outperforming standalone models. By integrating Signature-Based IDS and
Machine Learning-Based IDS (Random Forest and XGBoost), the Hybrid IDS effectively balanced detection accuracy
and false positive reduction. In contrast, Signature-Based IDS exhibited the lowest accuracy (88.5%), indicating its
inability to detect unknown or evolving threats, as it relies solely on predefined attack signatures. Random Forest and
XGBoost performed well, achieving 95.2% and 96.1% accuracy, respectively, but were still susceptible to false positives
due to their reliance on historical data patterns. The Hybrid IDS successfully mitigated these limitations, significantly
reducing false positives while maintaining high recall (98.5%), ensuring robust and reliable intrusion detection. These
findings confirm that Hybrid IDS is a more effective and adaptable security solution for real-world loT and OT
environments.

2. Confusion Matrix Analysis

To further analyse the Hybrid IDS, we evaluated its ability to correctly classify attack and normal traffic instances using
a Confusion Matrix (Table 2).

Hybrid IDS Confusion Matrix
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Fig : Confusion Matrix of Hybrid IDS

The confusion matrix results highlight the effectiveness of the Hybrid IDS in accurately detecting cyber threats while
keeping false alarms to a minimum. The system correctly identified 4,875 attack instances, proving its ability to catch
malicious activity. At the same time, it only misclassified 50 attacks as normal traffic, showing that very few threats
slipped through undetected. On the other hand, 4,950 normal network activities were correctly classified, while only 65
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normal instances were mistakenly flagged as attacks. This significant reduction in false positives is crucial for real-world
security applications, as it helps prevent unnecessary alerts and reduces the burden on cybersecurity teams. Moreover,
with such a low false negative rate, the Hybrid IDS ensures that nearly all attacks are caught, making it a reliable and
practical solution for securing IoT and OT networks from evolving cyber threats.

3. Feature Importance Analysis

To understand which features contributed the most to intrusion detection, we analyzed the feature importance scores from
the Random Forest model. The top five most important features are shown in Table 3.

Table 3: Top 5 Most Important Features for Intrusion Detection

1 src_bytes 22.1%
2 dst_bytes 18.4%
3 pkt_rate 16.7%
4 duration 15.3%
5 protocol type | 14.5%

The analysis of feature importance reveals that packet size (src_bytes, dst_bytes) and duration are the most critical
indicators of cyber intrusions, as they help distinguish between normal and malicious network behavior. Additionally,
pkt_rate (packet rate per second) serves as a strong predictor of DDoS and brute force attacks, where a sudden surge in
network traffic can indicate an ongoing attack. Furthermore, the protocol type plays a crucial role in identifying network
anomalies, as different attack types often exploit specific communication protocols. These findings suggest that focusing
on these key features can further optimize the Hybrid IDS, improving its detection accuracy while reducing false
positives. By refining the model to give greater weight to these attributes, the system can become even more efficient in
identifying sophisticated cyber threats in 10T and OT environments.

4.Comparative Analysis: Hybrid IDS vs. Traditional IDS
To further assess the advantages of Hybrid IDS, we compare it against traditional IDS approaches, including Signature-
Based IDS and Anomaly-Based IDS.

Table 4: Comparison of Hybrid IDS with Traditional IDS

Signature-Based IDS Fast, low resource usage Fails on unknown attacks
Anomaly-Based IDS Detects unknown threats High false positives
Machine Learning IDS High accuracy Computationally expensive

Hybrid IDS (Proposed) High accuracy, detects unknown threats, | Slightly higher resource use
fewer false positives

The Hybrid IDS provides a well-rounded and practical approach to intrusion detection by addressing some of the biggest
challenges in cybersecurity. Unlike anomaly-based IDS, which often triggers unnecessary alerts by misclassifying
normal activities as threats, the Hybrid IDS significantly reduces false positives, making it more reliable for real-world
use. By combining rule-based detection (which recognizes known attack patterns) with machine learning (which detects
new and evolving threats), it ensures a more adaptive and intelligent defense against cyberattacks. Additionally, the
model strikes a balance between accuracy and computational efficiency, ensuring that security teams get highly accurate
threat detection without overloading network resources. This makes Hybrid IDS a practical and scalable solution for
protecting 1oT and OT environments, where real-time security and system performance are equally important.

Conclusion

This study examined various Intrusion Detection Systems (IDS) for 10T botnet detection, comparing signature-based,
anomaly-based, machine learning-based, and hybrid approaches. While signature-based IDS effectively detects known
threats, it struggles with zero-day attacks. Anomaly-based IDS can detect new threats but generates a high false positive
rate. Machine learning-based IDS provides high accuracy but requires substantial computational resources. The proposed
Hybrid IDS, integrating Signature-Based and Machine Learning IDS (Random Forest & XGBoost), demonstrated
superior accuracy (98.3%) while reducing false positives. The results highlight the importance of balancing security
effectiveness and computational efficiency. Future work should focus on lightweight, scalable IDS solutions for real-time
IoT and OT environments.
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